AaMunucTpanusa UcnibKy/JIbCKOro MyHHIMNIAJIBHOIO pailoHa

NMOCTAHOBJEHWUE (nupoekTt)

oT Ne
r. Mcuibkyiib

OO0 yTBEpKACHHUHU IOJIOKEHUS 00 ONPEEIIEHUN YIpo3
0€30I1acHOCTH NEPCOHANIBHBIX JaHHBIX MPU UX 00padoTKe
B MH(GOPMAILIMOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX
B AnMuHucTpanuu McuinbKynbCKOro MyHUIMIIATBHOTO paiioHa

B cootBercTBuM ¢ TpeboBanusmu denepanbHoro 3akoHa Poccuiickoit @eaepannn
"O mnepcoHanbHbIX AaHHBIX" OoT 27.07.2006 N 152-®3, pyKOBOACTBYSCH YCTaBOM
HcnnpKyabCKOrO  MYHHMIMOAQIBHOTO  pailoHa, AjnMuHHCTpauus VCUIbKyIbCKOTO
MYHUIUNIATBHOTO paiiOHa TOCTAHOBIISET:

1. YrBepauth Ilomoxenue o6 omnpeaeneHun yrpo3 0E30MaCHOCTH MEPCOHATBHBIX
JaHHBIX MPH HUX 00paboTKe B HMH(OPMALMOHHBIX CHUCTEMax IEPCOHAIbHBIX JTAHHBIX
aAMUHUCTPALMK VICHIIBKYJIBCKOTO MyHHUIIMITIAIIBHOIO PalilOHA COIVIACHO NPHIIOKEHUIO.

2. Hacrosiee nocTaHOBJIEHUE MOIEKUT O(PULUATBHOMY OITy OJIMKOBaHUIO.

3. IlocTtaHOBIIEHNE BCTYNAET B CUILY CO JHS €r0 O(UIIMAIbHOIO OIyOJIMKOBAHUS.

4. KOoHTpOJIb 32 UCIIOTHEHUEM HACTOALIETO IOCTAHOBJIEHUSI OCTABJISIO 3a COOOM.

I'maBa
MYHULIMINAIBHOTO paiioHa 10.B. baxtun



[Ipunoxenue

K IIOCTAHOBJICHUIO aIMUHUCTPALIUU

N cunbKyIbCKOro MyHHULIUMITAIBHOTO paliOHA
OT ------------ roga Ne

ITomosxenue
00 ompeneneHN yrpo3 6e30MacHOCTH TTEPCOHATBHBIX TaHHBIX
pu uX 00padboTKe B MH(POPMAITMOHHBIX CUCTEMax MEePCOHAIBHBIX JIAHHBIX B
aAMUHUCTpau CHIIbKYJIbCKOTO MyHUIIMIIAIBHOTO palioHa

Onpenesienus

B HacrosmeM JOKyMEHTE UCIOIB3YIOTCS CIECAYIOIIUME TEPMHUHBI U UX OIIPENEICHUS.

ABTOMAaTH3UPOBAHHASI CUCTEMA - CUCTEMA, COCTOSIILAsl U3 NIEPCOHAIA U KOMILJIEKCa
CPEICTB aBTOMATH3aIlMM €ro JeATENbHOCTH, peanusyiomas HWHHOPMAIMOHHYIO
TEXHOJIOTHUIO BBINOJHEHUSI YCTAHOBIICHHBIX (PYHKIUH.

AyTteHTudukanysi OTIpaBUTENS JAHHBIX - TTOATBEPKIECHUE TOTO, YTO OTIPABUTEIND
MOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

be30nmacHOCTh MEPCOHANBHBIX JAHHBIX - COCTOSIHUE 3aIUIIEHHOCTH NEPCOHAIBHBIX
JAHHBIX, XapaKTePU3yeMOe CIOCOOHOCTBHIO MOJIb30BATENEH, TEXHUUYECKHX CPEICTB U
MH(POPMALIMOHHBIX TEXHOJOTUH o0ecneunTh KOHQUACHIMAIBbHOCTh, LEIOCTHOCTh U
JOCTYIIHOCTh IEPCOHANbHBIX JAHHBIX NpU HX 00paboTke B HH(DOPMALMOHHBIX
CUCTEMAX IEPCOHAIBHBIX JIAHHBIX.

broMerpuueckne NEpCOHAIbHBIE JTAHHBIE - CBEICHUS, KOTOPBIE XapaKTEPU3YIOT
¢uznonornyeckue 0COOEHHOCTH YEJIOBEKa M Ha OCHOBE KOTOPBIX MOKHO YCTaHOBMTH
€ro JHMYHOCTb, BKJIIOYas (ororpaduu, OTIEYATKU MalblieB, 00pa3 ceTYaTKU IJ1a3a,
O0COOCHHOCTH CTPOCHHS Tella U APYTYIO MO 00HY0 HHPOPMAITHIO.

brnokupoBanue mepcoOHaNbHBIX TaHHBIX - BpPEMEHHOE TNpeKpalieHne coopa,
CUCTEMATU3allMM, HAKOIUIEHWS, WCIIOIb30BaHUsA, PACIPOCTPAHEHUS, NEPCOHAIBHBIX
JaHHBIX, B TOM YMCJIE UX MEepEeAayH.

Bupyc (koMIblOTEpHBIN, TPOrPAMMHBINA) - UCHIOJHAEMbIA MPOTPAMMHBIN KOJ WIH
MHTEPIPETUPYEMBIN Habop WHCTPYKIIHM, oOagaronuit CBOMCTBAMU
HECAaHKIIMOHUPOBAHHOTO PACIPOCTPAHEHHUsT M caMmoBocipousBeneHus. (Co3naHHbIE
AyOnMKaThl KOMIIBIOTEPHOTO BHpyca HE BCErJa COBMNAJAlOT C OpPUTHHAJIOM, HO
COXPAaHSAIOT CIIOCOOHOCTH K JaJIbHEHIIIEMY PACTIPOCTPAHEHHUIO M CAaMOBOCIIPOU3BECHHUIO.

BpenonocHas mporpamma - mporpamma, NpeJHa3HAuY€HHas Uil OCYILECTBIICHUS
HECaHKIIMOHUPOBAHHOI'O JIOCTYIA U (WJIK) BO3JIEHCTBUS HA NIEPCOHAIIbHBIE JAHHbBIE WUIIH
pecypcbl UHPOPMAITMOHHON CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

BcnomorarenbHble TEXHUYECKUE CPEACTBA U CUCTEMBI - TEXHHUYECKHE CPEICTBA U
CUCTEMBbI, HE MpeAHa3HAUYCHHbIE Ul Nepeaaun, 00pabOTKU U XpaHEHUsI NTEPCOHANIbHbIX
JAHHBIX, YCTAaHABJIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEJICTBAMM M CHUCTEMaMH,
npeaHa3HaYeHHBIMU 711 00paOOTKH TMEPCOHAIBHBIX JAHHBIX WM B TIOMEIICHHSX, B
KOTOPBIX YCTAHOBJICHBI HH(POPMAIIMOHHBIE CUCTEMBI IEPCOHAIBHBIX JTaHHBIX.

JlocTym B OmEpamMoHHYIO0 cpedy KommbioTepa (MHPOPMAIMOHHON CHCTEMBI
MEPCOHATIBHBIX JIAHHBIX) - OJTYYEHUE BO3MOKHOCTH 3aIyCKa Ha BBIIOJHEHUE ITATHBIX



KOMaHJ, (PYHKIHH, NpoLeIyp ONEpallMOHHONW CUCTEMBbI (YHUUTOXKEHUSI, KOIMPOBaHMUS,
NEepeMEeLICHHS U T.I1.), UCIIOTHAEMBIX (aillIoB IPUKIIAJHBIX IPOTPaMM.

Hoctyn K wuH(pOpMaluuMd - BO3MOXHOCTh IIOJydyeHUs HHopManuu H ee
UCIIOJIb30BaHUE.

3aKJIaJOYHOE YCTPOMCTBO - 3JEMEHT CpPEACTBAa CheMa HH(POpPMAIUHU, CKPBITHO
BHEJPAEMbIN  (3aKJIa[bIBA€MbIIl WM BHOCHMBI) B MeCTa BO3MOXHOIO CheMa
uHpopMaluu (B TOM YHCJE B OrpaKACHHE, KOHCTPYKIHIO, 000PYyAOBaHUE, MPEAMETHI
WHTEpbEpa, TPAHCIOPTHBIE CPEJCTBA, & TAK)K€ B TEXHUYECKHE CPEICTBA U CHCTEMBI
o0paboTku mHpoOpMarmu). 3ammuiiaemas uHGopManus - UHPOPMAIUS, SBISOMIASCS
MpeIMETOM COOCTBEHHOCTH WM TOJIeKaIasi 3alluTe B COOTBETCTBUH C TPEOOBAaHUSIMU
MPaBOBBIX JOKYMEHTOB WM TPEOOBAHUAMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM
uHbOpMaInu.

Wnentuduxanus - mprucBoeHNE CyObEKTaM U 00bEKTaM JOCTYIa UAEHTU(UKATOPA
U (UIu) cpaBHEHHUE MNPEAbSBIAEMOro HACHTU(UKATOpa C MEpPEeYHEM IPUCBOEHHBIX
UACHTU(PUKATOPOB.

WupopMaTuBHBIM  cUTHalM -  3JJEKTPUYECKUE  CUTHAJbl,  AKyCTHYECKHE,
AJIEKTPOMArHUTHBIE U Jpyrue PU3n4ecKue moss, o napaMmerpam KOTOPbIX MOXKET ObITh
packpeiTa KoHGUAEHIIMaIbHAs nHpOopMaIus (IepcoHaNIbHBIE JaHHBIE) 0OpadaThiBaeMas
B MH(OPMALIMOHHON CUCTEME MEPCOHATbHBIX JTAHHBIX.

HNudopmarmonnas cucrteMa nepcoHanbHbIX JaHHBIX (MCII/IH) - nHpOpMannonHas
cHUCTeMa, TMpeAcTaBisiomas co00l  COBOKYITHOCTh  TEPCOHANBHBIX  JTAHHBIX,
colepKammxcsi B 0a3e JaHHBIX, a Takke WHPOPMAIMOHHBIX TEXHOJIOTUH W
TEXHUYECKUX CPEICTB, MO3BOJISIONINX OCYIIECTBIATH 00pabOTKY TaKUX MEPCOHATBHBIX
JaHHBIX C HCIIOJH30BAHUEM CPEICTB aBTOMATHU3AIMHU WU 0€3 MCIOJIB30BAaHUS TaKHUX
CpPEICTB.

NHpopMallmoHHbIE TEXHOJOTUHU - MPOLECChl, METObI MOKCKa, cOopa, XpaHEHHUs,
0o0pa0OTKH, MpPEeNOCTABICHUS, PACHPOCTpPaHEHUs HMHPOpPMAIMM U CIIOCOOBI
OCYIIECTBJIEHUS TAKUX MPOLECCOB U METOJIOB.

Hcnonp30BaHuE  MEPCOHANBHBIX  JAaHHBIX -  JeictBus  (omepanuu) ¢
NEPCOHAIBHBIMU JIAHHBIMH, COBEPIIAEMbIE ONEPATOPOM B LIEISAX MPUHATHS PELICHUI
WIA COBEpPUICHUS] WHBIX JEHCTBUH, MOPOXKIAIOIIUX IOPUAWYECKUE TIOCIEICTBUS B
OTHOIIICHNWU CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM APYTUX JHIl JIUOO WHBIM 00pa3oM
3aTparvBaroIIMX MpaBa U CBOOO bl CYObEKTa MEPCOHATBHBIX TAHHBIX WM APYTUX JIUII.

HcTouHnK yrpo3sl 6€30macHOCTH HHpOpMAIHH - CyOBEKT JOCTYTA, MaTepUaIbHBINA
OOBEKT WM (U3NYECKOE SIBIICHUE, SABISAIONIMECS TMPUIMHONW BO3IHUKHOBEHHS YTIPO3BI
6e30macHOCTH UH()OPMAIIHH.

KonTponupyemass 30Ha - MPOCTPAHCTBO (TEPPHUTOpHS, 3AaHHUE, YacTh 3AAHUA,
MOMEIIEHUE), B KOTOPOM HCKIIIOYCHO HEKOHTPOIHMPYEMOEe MpeObIBaHHE MOCTOPOHHUX
JINII, @ TAKXKE TPAHCTIOPTHBIX, TEXHUUECKUX M UHBIX MaTEpUaJIbHBIX CPEACTB.

KonduneHnansHOCTh TIEPCOHANBHBIX JTaHHBIX - 00S3aTebHOE NI COOJIOICHUS
ONepaTopoM WJIM HMHBIM MOJYYUBIIMM JOCTYNl K IEPCOHAJIbHBIM JaHHBIM JIULOM
TpeOOBaHUE HE JIOMYCKATh UX PaclpoCTpaHeHUe 6e3 coriacusi CyObeKTa MepCOHaIbHBIX
JAHHBIX WM HAJIMYMS UHOTO 3aKOHHOTO OCHOBAHMS.

Me:xceTeBol 3KpaH - JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WIH (PyHKIHOHAIBHO-
pacnpesieieHHOe MporpaMMHOE (IIPOrpaMMHO-ANIapaTHOE) CpelcTBO (KOMILIEKC),



peanu3yroliee KOHTPOJb 3a uHOpMaluei, nocrynarwomeid B HHPOPMAIMOHHYIO
CUCTEMY MEPCOHANBHBIX JAHHBIX U (UJIU) BRIXOASIIEH U3 NTHHOPMAIIMOHHON CUCTEMBI.

Hapymurens 06e€30mMacHOCTH TNEPCOHATBHBIX JAHHBIX - (U3UYECKOE JIUIIO,
Cly4yailHO WM TpeJHAMEPEHHO COBepuIalolee JICHCTBUSA, CIEIACTBUEM KOTOPBIX
ABJIIETCSl HapyllleHue Oe30MacCHOCTH TEePCOHANBHBIX JaHHBIX MpU HX 00paboTke
TEXHUYECKUMU CPEICTBAMU B MH(OPMAITMOHHBIX CUCTEMaX IMEPCOHAIBHBIX JAHHbBIX.

HeaBromarusupoBannas o00paboTka TIEPCOHANBHBIX JIAHHBIX - 00paboTka
MIEPCOHATILHBIX JAHHBIX, COACPKAIMXCS B HHPOPMAIMOHHON CHCTEME TEPCOHATBHBIX
JAHHBIX JIMOO M3BICUEHHBIX U3 TAaKOW CHUCTEMBbI, CUMTACTCS OCYIIECTBICHHOM 0e€3
WCTIONb30BAaHUSI CPEJICTB aBTOMATH3alMi (HEaBTOMATHU3WPOBAHHOM), €CIH TaKue
JICHUCTBUS C TEPCOHAIBHBIMA  JaHHBIMHA, KaK HCIIOJIb30BaHWE, YTOYHCHHUE,
pacnpocTpaHEHUE, YHUYTOKEHUE MEPCOHATBHBIX JAHHBIX B OTHOIICHWW Ka)XJOTO W3
CyOBEKTOB MEPCOHATBHBIX JTAHHBIX, OCYIIECCTBIISIOTCS MPU HEMTOCPEICTBEHHOM YYaCTHH
YeJIoBeKa.

He nexnmapupoBaHHbIe BO3MOXKHOCTH - (PYHKIIMOHAIbHBIE BO3MOXKHOCTH CPEJICTB
BBIYMCIIUTEILHON TEXHUKH, HE OIMCAHHBIE WJIM HE COOTBETCTBYIOIIUE OIHMCAHHUIO B
JOKYMEHTAIlMM,  TMpPU  HUCIOJB30BAHUM  KOTOPHIX  BO3MOXKHO  HapylICHUE
KOH(DHIEHIIMATLHOCTH, TOCTYITHOCTHU WJIH IIEJIOCTHOCTH 00padaThiBaeMoi nHGOpMaIIiu.

HecaHkimoHrpoBaHHbIN JOCTYI (HECAaHKIIMOHUPOBAHHBIE NEHUCTBUSA) - JOCTYN K
uHOpMAIMU WK JCUCTBUSA ¢ MHPOPMANKEH, HApyIIAIONIMe MpaBiia pa3rpaHUICHUS
JI0CTyTIa C UCTIOTH30BAHUEM INTATHBIX CPEJCTB, MPEIOCTABIIEMBIX HHHOPMAITMOHHBIMA
CHUCTEMaMU TIEPCOHATLHBIX JTAHHBIX.

Hocutens napOpManuu - GU3AYECKOE JTUIO0 WM MaTEPHATBHBIA OOBEKT, B TOM
yrcne (U3NYECKoe MoJie, B KOTOPOM HH(OpMAIMS HAXOIUT CBOE OTPAKCHHE B BUJC
CHUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUH W MPOIECCOB, KOINYECTBEHHBIX
XapaKTePUCTUK (PU3UUYECKUX BEIIMUYHH.

OO6e3nMuMBaHUE TEPCOHAIBHBIX JAHHBIX - JCHCTBUS, B pe3yjbTaTe KOTOPBIX
HEBO3MOYKHO OIPEACIUTh MPUHAJJICKHOCTh TEPCOHAIBHBIX JIaHHBIX KOHKPETHOMY
CyOBEKTY MEPCOHATBHBIX TAHHBIX.

OOpaboTKa TMEPCOHANBHBIX JAHHBIX - JCHCTBUS (OMepaluu) C MEePCOHATbHBIMU
JaHHBIMM, BKJIOYas cOOp, CHUCTEMATH3aIllMI0, HAKOIUICEHHWE, XpaHEHUE, YTOYHEHUE
(0OHOBIIEHME, U3MEHEHNUE), UCIIOJIB30BAHKE, PACIIPOCTPAHEHHUE (B TOM YHUCIIE Mepeaady),
o0e3nn4rBaHue, OJIOKMPOBAHNE, YHUUTOKEHHUE MIEPCOHATIBHBIX TaHHBIX.

OO1e10CTyHbIE TEePCOHANbHBIC JAaHHBIE - TIEPCOHANBHBIC TaHHBIC, TOCTYI
HEOTPAHUYEHHOTO Kpyra JHIl K KOTOPBIM IMPENOCTABICH C COTJIacusi CyObeKTa
MIEPCOHAIILHBIX JTAHHBIX WJIM Ha KOTOPBIE B COOTBETCTBHH C (helepaIbHBIMUA 3aKOHAMU
HE PacTIpoCTpaHsIeTCs TpeOoBaHNE COOII0ICHUS KOHPUACHITNATBHOCTH.

Omneparop (mepcoHATBHBIX JAHHBIX) - TOCYAAPCTBEHHBIA OPTaH, MYHHUIIUITATbLHBIN
opraH, opuaudeckoe win (U3UYECKOe JIMIO, OpraHusymmniee u  (Win)
ocyIiecTBIstoniee 00paboTKy MePCOHATBHBIX TaHHBIX, @ TAKXKE OMPEACISAIONIUE eI U
cojiep)KaHre 00pabOTKHU MEePCOHATBHBIX JTAHHBIX.

Texnuueckue cpeacTBa UHMOPMAIMOHHOM CHUCTEMBbl TMEPCOHANBHBIX JAHHBIX -
CpE€JICTBA BBIYMCIUTEIBHON TEXHUKU, UH)OPMAITMOHHO-BHIYUCIUTEIbHBIE KOMIUJIEKCHI U
CETH, CPEJICTBAa U CUCTEMBI Tepeaayun, npuema u oopadorku [1/Ix (cpencTa u cucteMbl
3BYKO3aIllUCH,  3BYKOYCHJICHHMS,  3BYKOBOCIIDOM3BEIICHHS,  IEPETOBOPHBIE U



TEJIEBU3MOHHBIE YCTPOWCTBA, CPEICTBA U3TOTOBIEHUS, TUPAXKUPOBAHUS JOKYMEHTOB U
ApyTHe TEXHUYECKUE cpesicTBa 00pabOTKU peueBo, rpaduueckoi, BUaeo- 1 OyKBEHHO-
1 poBoi nH(pOpMaLIUK), TPOrpaMMHBIE CPEICTBA (ONEpallMOHHBIE CUCTEMBbI, CUCTEMBbI
ynpasjieHus: 0a3aMu JaHHBIX U T.I1.), CPEACTBA 3alllUThl HUHPOPMALIUH, IPUMEHIEMbBIE B
MH(POPMALIMOHHBIX CUCTEMAX.

[lepexBar (uHpopManMu) - HEMpaBOMEpPHOE TMOJyuyeHUe uHPopMaluu C
HCIIOJIb30BaHUEM TEXHUYECKOIO CPEJCTBA, OCYILIECTBIIAIOMIEr0 OOHAPYKEHUE, IPUEM U
00paboTKy MH()OPMATUBHBIX CUTHAJIOB.

[lepconanbHble maHHbIe - JTr00ass HHPOpPMAIIHS, OTHOCAIIASCS K OMPEICICHHOMY
VI ONpeesieMOMYy Ha OCHOBaHHH Takod nH(popManuu Gu3ndeckomMy JIuily (CyObeKTy
MEPCOHAITBHBIX JAHHBIX), B TOM YMCIIE €ro (paMuiusi, UMsi, OTIECTBO, TO/I, MECSII, IaTa U
MECTO PpOXKICHHS, aJpec, CEeMEWHOoe, COIMaIbHOe, WMYIIECTBEHHOE IIOJOKEHHE,
oOpa3oBanue, mpodeccus, T0X0bl, Ipyras HHHOPMAITHS.

[ToOouHbIE 3JEKTPOMArHUTHbIE M3JIYYEHHUS U HABOJAKH - 3JIEKTPOMAarHUTHBIE
U3IYyYEHUs]  TEXHMYECKHUX  CpEICTB  00paboOTKM  3aluIiaeMoll  uHQpopManuw,
BO3HUKAIOIME KaK MMOOOYHOE $IBJIEHUE U BbI3BAHHBIC AJIEKTPUUECKUMHU CUTHAJIAMHU,
JEUCTBYIOIUMU B UX JIEKTPUUECKUX U MATHUTHBIX LEMAX, 8 TAKKE 3JIEKTPOMAarHUTHBIE
HABOJIKM 3TUX CUTHAJIOB Ha TOKOIPOBOJSAIIME JIMHUU, KOHCTPYKIIMH U LENHU MUTAHUS.

[Tonmutuka '"yucroro croma" - KOMIUIEKC OPraHU3alMOHHBIX MEPOIPUITHIA,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alHChIBaHUsA Ha OyMaKHbIE HOCUTENHM KIIOYeH u
aTpuOyTOB JOCTYyIa (TTapoJieil) U XpaHeHUs uX BOJIN3U O0OBEKTOB JIOCTYTIA.

[Tonp30BaTens HMHDOPMAIMOHHOW CHUCTEMBI NEPCOHATBHBIX JAaHHBIX - JIUIO,
ydacTByioniee B (YHKIIMOHUPOBAHUU HMH(POPMAIIMOHHON CHUCTEMBI TMEPCOHAIBHBIX
JaHHBIX WJIM HCIONB3YIOIIee pe3ynbTaTel ee (GyHKIUuoHuWpoBaHus. [lpaBuia
pasrpaHudeHHs JOCTyMa - COBOKYMHOCTh MPABUJI, PETIIAMEHTUPYIOIIUX MpaBa J0CTYyIa
CyOBEKTOB JIOCTyNIa K 00BEKTaM JI0CTYIIA.

[TporpamMHast 3akjajKa - KOJ TIPOTrpaMMbl, INPEAHAMEPEHHO BHECEHHBIH B
IporpaMMy € LEJIbIO OCYLIECTBUTH YTEUKY, HU3MEHHUTb, OJIOKHPOBATH, YHUUYTOXKHUTh
MHOOPMALIMIO WM YHUYTOXKUTh U MOAM(PUIMPOBATH MPOTPaMMHOE OOecreueHue
MH(POPMALIMOHHON CUCTEMbI IEPCOHATIBHBIX JAHHBIX U (MJIM) OJOKUPOBATH allllapaTHbIE
CpelcTBa.

[IporpammHoOe (mporpaMMHO-MaTeMaTH4YECKOE) BO3JICHCTBUE -
HECAHKIIMOHUPOBAHHOE BO3/CICTBHE HA  pecypcHl aBTOMAaTHU3UPOBAHHON
UHGOPMAIIMOHHONW CHUCTEMBI, OCYIIECTBISIEMOE C HCIOJb30BAaHUEM BPEJOHOCHBIX
MIPOTPaMM.

PackpeiTrie mepcoHaNbHBIX JAHHBIX - YMBIIUIEHHOE WM CIy4dailHOE HapyIIeHHE
KOH(UICHIIMATFHOCTH MTEPCOHANBHBIX JTaHHBIX.

PacmipocTpaneHue mepcOHaNbHBIX JAHHBIX - JICHCTBUS, HaNpaBlCHHbIE Ha
nepefady MEpPCOHANBHBIX  JAaHHBIX  OMpEACIICHHOMY Kpyry Jui (mepenada
MEPCOHAIBHBIX JIAaHHBIX) WJIM Ha O3HAKOMIICHHE C TEPCOHAIBHBIMU JaHHBIMU
HEOTrPaHUYEHHOTO Kpyra JIML, B TOM 4Hcie 0OHAapOJOBAHUE MEPCOHAIbHBIX JAHHBIX B
CpeIACTBaX  MAaccoBOM  uHpopManuu,  pasMelleHue B HH(OPMALMOHHO
TEJIEKOMMYHUKALMOHHBIX CETSX WM NPEJOCTaBICHUE JAOCTYNa K MNEPCOHAIBHBIM
JaHHBIM KaKUM-JIM00 UHBIM CIIOCOOOM.

Pecypc uH(pOpManMOHHONW CHUCTEMBl - HMMEHOBAaHHBIM 3JEMEHT CHUCTEMHOTO,



MPUKJIAAHOTO WJIM anmnapaTtHoro obecrieueHrs (QYHKIMOHUPOBAHUS WH(GOPMAIIMOHHON
CUCTEMBI.

CrnenuanbHble KaTErOPUHM IEPCOHAJBHBIX JIAHHBIX - II€PCOHAIBHBIE JIaHHBIE,
KACAIOLIMECS] PAcOBOM, HAI[MOHAJIBHOM IPUHAUICKHOCTH, INOJUTUYECKHX B3IVISJIOB,
PEJIMTHO3HBIX WU QUIOCOPCKUX YOEKIEHUI, COCTOSHUS 310POBbs U MUHTUMHOW KU3HU
CyOBeKTa MepCOHAIbHBIX JTAHHBIX.

CpencrtBa BBIYMCIUTEIBHOM TEXHUKH - COBOKYNHOCTh MPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKH JAaHHBIX, CIOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSTENILHO WJIA B COCTaBE JPYTUX CUCTEM.

CyObekt pgoctyna (CyObEKT) - JMI0 WM M[Opolecc, JACHCTBUS KOTOPOIO
pErfaMeHTUPYIOTCS TPaBUJIaMH pa3rpaHUYEHUs JOCTyIa.

Texuudeckuil KaHa yTeUYKH HHPOPMAIINH - COBOKYITHOCTh HOCUTENS WH(OpMaLIUn
(cpeactBa 00pabOTKM), (PUIUYECKONW CpEIbl PacHpOCTpaHEHUS HHPOPMATHBHOTO
CUTHaJa U CPEJICTB, KOTOPBIMU AOOBIBAETCS 3aluIliaeMas HH(pOpMaLus.

TpancrpanuyHas mnepenada MEPCOHANBHBIX JTAHHBIX - Iepejavya MepCcOHATbHBIX
JAHHBIX omnepaTtopoM dyepe3 locymapcrBeHHyro rpanuny Poccuiickon ®enepanuu
OpraHy BJIACTU MHOCTPAHHOTO roCyJapcTBa, (PU3NYECKOMY WM HOPUIUYECKOMY JIUILY
MHOCTPAaHHOI'O FOCYJapCTBa.

Yrpo3pl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX - COBOKYIIHOCTb YCJIOBUM H
(bakTOpOB, CO3MAOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4ailHOTO,
J0CTyIa K MEPCOHANBHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOTO MOXET CTaTh YHUUTOXKEHUE,
M3MEHEHHUE, OJIOKMPOBaHUE, KOMUPOBAHKUE, PACIPOCTPAHEHUE IEPCOHATIBHBIX JaHHBIX, a
TaK)Ke WHBIX HECAaHKIIMOHUPOBAHHBIX JCUCTBUN MPHU UX 00paboTKe B MHPOPMAITMOHHOMN
CUCTEME NIEPCOHATBHBIX JaHHBIX.

YHUYTOXKEHUE NEPCOHAJIBHBIX MJAaHHBIX - JCHCTBUSA, B peE3yJbTaTe KOTOPBIX
HEBO3MOKHO BOCCTaHOBUTBH COZAEpKaHUE NEPCOHAIBHBIX JaHHBIX B MH(POPMALMOHHOMN
CUCTEME IMEPCOHAIBHBIX JAHHBIX WM B PE3YyJIbTaTE€ KOTOPBIX YHUYTOKAKOTCA
MaTepUalibHbIE HOCUTEIN MEPCOHAIbHBIX TAHHBIX.

VYTeuka  (3amuimaeMoi) uwHbOpMalMM MO  TEXHMYECKUM  KaHaJlaM -
HEKOHTPOJIUPYEMOE PACIPOCTpaHEHHE MH(OpPMALMM OT HOCHUTENS 3alUIIaeMOil
uHbpopManuu  yepe3  (pusMuUecKkyr0o  cpeay A0  TEXHUYECKOIO0  CpEJICTBa,
OCYIIECTBIISIOUIETO TIepexBaT HH(POpMAIIHH.

YS3BUMOCTB - C1a00CTh B CPEJCTBAX 3aIIUTHI, KOTOPYIO MOYKHO MCIIONB30BaTh IS
HapyILIEHUsl CUCTEMBI WIIH COoZep Kalleiics B Hel nH(popMauu.

[{emocTHOCTS, MHPOPMAIIUUA - CHOCOOHOCTHh CPEICTBA BBIYHCIUTEILHON TEXHUKU
WIM aBTOMAaTH3MPOBAHHOW CHUCTEMBI OOECIeYMBaTh HEM3MEHHOCTh HH(pOpManuu B
YCIIOBUSIX CITy4aifHOTO /WU MPEAHAMEPEHHOTO UCKAKEHUS (pa3pylieHus).

O003HauYeHHS U COKpALICHUS:

ABC - anTUBUpYCHBIE CpEICTBa

APM - aBTOMaTH3MpPOBaHHOE paboyee MECTO

BTCC - BcrioMorarenbHbIE TEXHUUECKUE CPEICTBA U CUCTEMBI

NCTIIx - nadopmalimonHas cucrema nepCcoHaIbHbIX JAaHHBIX

K3 - koHTponupyemas 30Ha

JIBC - nokanbHasi BBIYUCIUTEIbHAS CETh

MD - mexceTeBOM dKpaH



HC/J] - HeCaHKIIMOHUPOBAHHBIN JOCTYTI

OC - onepalioHHasi cUCTEMA

[1/1H - mepcoHanbHbIC TaHHBIE

[IMB - nporpaMMHO-MaTeMaTUYECKOE BO3ACHUCTBUE

10O - nporpamMmmHOe obecrieueHue

[IOMMUH - no6ouyHbIe 2IEKTPOMArHUTHBIC U3TYYCHUSI U HABOJKU
CA3 - cucrema aHanu3za 3allUIIEHHOCTH

C3MU - cpencTsa 3amuThl HHPOPMAITUU

C3II1dH - cucreMa (rmoacucTeMa) 3alllUThl IEPCOHATBHBIX JaHHBIX
COB - cucrema oOHapyKeHUS] BTOP)KCHU

TKY U - TexHnyeckne KaHaibl yTeYKHA HHPOPMAITUU

VYBII/IH - yrpo3sl 0€301aCHOCTH MEPCOHATBHBIX TAHHBIX

Kunaccudpukanus Hapymmuresiei

[Io npuznaky npunamnexnoctu k WMCII[IH Bce HapymmTenu IOensTCS Ha JBE
IPYIIIBL:

- BHEIIIHUE HApYUIUTENH - (PU3NYECKUe JINIa, HE UMEIOIIUe MpaBa MpeObIBaHUs Ha
TEPPUTOPUHN KOHTPOJIUPYEMOM 30HBI, B Mpeiesiax KOTOPOH pa3MeliaeTcsi 000py10BaHue
NCII/H;

- BHYTPCHHHUE HAPYIIUTETH - (PU3UYECKUE JINIA, UMEIONTHE TPaBO NMpeObIBaHUS Ha
TEPPUTOPHH KOHTPOJIUPYEMOH 30HKI, B TIPEAeiax KOTOPOH pa3MemniaeTcs 000py10BaHNE
NCII/H.

Baemnuit Hapymmrens

B kauecTBe BHEHmIHETO HapymHTenss HHPOPMAIMOHHOW  OE30MaCHOCTH,
paccMaTpUBaETCd HAPYILIUTENb, KOTOPBIM HE HMMEET HENOCPEACTBEHHOIO I0CTyla K
TEXHUYECKUM CpEACTBAM M pecypcaM CHUCTEMbl, HaxOJAIIUMCA B Ipelenax
KOHTPOJIMPYEMOU 30HBI.

IIpennonaraercs, 4ro0 BHEUIHWM HApPYLIUTEIb HE MOXKET BO3ICHCTBOBATH HAa
3alIUIIAaeMyl0 MHPOpPMAIMI0 MO TEXHMYECKUM KaHajaM YTEYKH, TaK Kak O0beM
nHpopmaruu, xpaanuMor u odpadareiBaemoit B UCII/IH, sBIseTCS HEIOCTATOYHBIM IS
BO3MOKHOM MOTHMBAIIMM BHENIHErO0 HAPYWIUTEN K OCYIIECTBICHUIO JCHUCTBHM,
HaIllpaBJEHHBIX  yTEUKy HH(OpMaNuMM 1O TEXHUYECKUM  KaHalaM  YTEUKH.
IIpennonaraercs, 4T0 BHENITHUN HAPYIIUTEIb MOXKET BO3AECHCTBOBATh HA 3alIMIIAEMYIO
uHGOPMAITUIO TOJIBFKO BO BpeMs €€ Tepeadr Mo KaHajlaM CBSI3H.

BryTpennuit Hapymmrensb

B03MOXXHOCTM BHYTPEHHEIrO HApYIIUTENS CYUIECTBEHHBIM 0O0pa3oM 3aBUCST OT
ACUCTBYIONUX B Mpeaeiax KOHTPOJIUPYEMOUW 30HBI OrpaHUYMUTEIBHBIX (DaKTOPOB, W3
KOTOPBIX OCHOBHBIM SIBIIIETCSl peaIn3alysl KOMIUIEKCA OPraHU3allMOHHO-TEXHUYECKUX
Mep, B TOM YHCI€ MO TM0AOOpY, pPACCTAaHOBKE U OOECIEUEHUIO BBICOKOM
npo(ecCHOHANBHOM  MOATOTOBKM  KaJApOB, [JOMYCKY (U3WYECKUX JIUI BHYTpPb
KOHTPOJIUPYEMOM 30HBI U KOHTPOJIIO 32 MOPSJIKOM IPOBEACHUS padOT, HAIpaBIECHHBIX
Ha [IPEJOTBPALICHUE U IIPECEUYEHUE HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Cucrema pasrpannyenust nocryna MCII[H obecrnieunBaeT pasrpaHuyeHHE IpaB



MOJIb30BaTEJIe Ha JOCTYyNn K HWHMOPMAIMOHHBIM, MPOTPAMMHBIM, amnMapaTHbIM U
npyrum pecypcam UCITJIH B COOTBETCTBUM C IPUHITONU MOJUTUKON WH(GOPMAITMOHHON
6e3onacHocTu. K BHYTpEHHUM HapyIIUTEISIM MOTYT OTHOCUTBHCS:

- aqmunuctpaTopsl UCI/In (kaTeropus I);

- aIMUHUCTPATOPBI KOHKPETHBIX noacucteM win 0a3 gaHHbeix MCII/H (xkaTeropus
1D);

- nonb3oBatenn UCIT/Iu (kareropus I11);

- TOJb30BaTENM, SBIISIONIMECS BHEUIHUMM IO OTHOIICHHIO K KOHKpeTHOMl AC
(xareropus IV);

- Juima, oOJajarme BO3MOXKHOCTBIO JIOCTYNa K CHUCTEME IMepelayd JaHHBIX
(xateropus V);

- COTPYIHHKHM PpalOHHOTO COBETa, MMEIOIIME CAaHKIWOHWPOBAHHBIA JOCTYIl B
CITy>KEOHBIX IIENISX B MOMEIIEHUS, B KOTOPBIX pazMerniarorcs sinementsl UCIIJIH, HO HE
MMEIOIIKE MpaBa Joctyna K HuM (kareropus VI);

- O0CNIy»XUBalOIIMA MEepCcOHAT pallOHHOTO coBeTa (OXpaHa, paOOTHHUKHU
WHKXEHEPHOTEXHUYECKUX cIIyk0 u T.1.) (kareropus VII);

- YIIOJIHOMOYEHHBIN nepcoHan pazpadorunkoB MCII/IH, koTophlil HA JOrOBOpHOM
OCHOBE MMEET IMPaBO Ha TEXHUYECKOE OOCIyKMBaHWE W MOJU(PHUKALNUIO KOMIIOHEHTOB
NCTIn (kateropust VIII).

Ha mun xareropuit I wm Il BO3mokeHBI 3a7auuM N0 AIMUHHCTPHUPOBAHUIO
MPOTrpaMMHO-AIMITAPATHEIX cpeAcTB W 0a3 manabix HCIIJIH m1s wHTETpanud u
oOecrieueHusT B3aMMOJICHCTBHS Pa3IMYHBIX MoAcHCcTeM, Bxoasmux B coctaB MCII/IH.
AJIMUHUCTPATOPbl NOTEHUMAJIBHO MOTYT pEaln30BbIBaTh yrpo3sl Wb, wncmone3ys
BO3MOYKHOCTH TI0 HENOCPEACTBEHHOMY JIOCTYNMYy K 3al[uIlaeMoi HH(pOpMalNH,
oOpabarbiBaemoii u xpanumoir B UCIIJIH, a Takke K TEXHUYECKHUM M MPOTPaMMHBIM
cpencteam MCII/IH, BKIrOUas cpeacTsBa 3aliuThl, UCIOJIb3yeMble B KOHKpEeTHbIX AC, B
COOTBETCTBHUU C YCTAHOBJICHHBIMHU JJISI HUX aAMUHUCTPATUBHBIMU ITOJTHOMOYUSAMMU.

OTH JMlla XOPOILIO 3HAKOMBI C OCHOBHBIMU aJrOPUTMAMH, HPOTOKOJIAMH,
peanu3yeMbIMU U MCTOJIb3yEMbIMU B KOHKpEeTHBIX nojcucremax u UCII/IH B nenom, a
TaKXKe C MPUMEHSEMbIMU MTPUHITUIIAMYU U KOHIETIUAMU 0€30MaCHOCTH.

[Ipennonaraercs, 4To OHU MOTJIHM OBl MUCTOJB30BaTh CTaHAAPTHOE 00OpPYAOBaHHE
0o uia uAeHTU(UKAINK Ys3BUMOCTeH, aubo s peammsanuu yrpo3 Wb. lannoe
000pyIOBaHUE MOXKET OBITh KaK YaCThIO MITATHBIX CPEACTB, TAK U MOXKET OTHOCHUTHCS K
JErKO TMoJlydyaeMoMy (Hampumep, MpOorpaMMHOE OOECHedYeHHe, IMOJIYYEHHOE U3
OOIIETOCTYITHBIX BHEITHUX UCTOYHHUKOB).

Kpome Toro, mpenmonaraercs, 4YTo O3TH JWIAa MOTJAM OBl pacmojararb
CHEIMATU3UPOBAHHBIM 000PYI0BAaHUEM.

K munam kareropuit 1 m Il BBUay ux mckmountensHor ponu B MCII/IH nommken
MPUMEHATHCA KOMIUIEKC OCOOBIX OpraHM3alMOHHO-PEXUMHBIX MEp MO UX Moadopy,
NPUHATUIO HAa paboTy, Ha3HAYEHUIO HA JOJKHOCTh M KOHTPOJIIO BBIMOJTHEHUS
(GyHKIMOHATBHBIX 00S13aHHOCTEH.

[Ipennonaraercs, uro B uucio auil kareropuit [ u Il OymyT BKIrOYATHCS TOJIBKO
JOBEPEHHBIE JIMLA U II03TOMY YKa3aHHbBIC JIMIA HUCKIKOYAIOTCA U3 YUCIA BEPOSTHBIX
HapyLIUTEIIEH.



[Ipennomaraercs, uro umuua kareropunt III-VIII otHOCATCS K BEpOATHBIM
HApYLIUTEIISIM.

[Ipenmnomaraercsi, 4YTO BO3MOXHOCTH CrOBOpa BHYTPEHHUX HapylIUTEIIEH
MaJIOBEPOSITHA BBUY IPUHATHIX OPTaHU3ALUOHHBIX U KOHTPOJIUPYIOLIHUX MED.

IIpeamosoxenusi 00 UMeEOLIEHCHA y HAPYIIUTE s HHPOPMALUHA
00 00beKTax peajin3aluu yrpos
B kauecTBe OCHOBHBIX YpoBHEH 3HaHUM HapyumuTened 00 AC MOXHO BBIIETUTH
CIIEAYIOLIHE:
- o6mas uHdopmanus - uHGOPMALMK O HA3HAYECHUS M OOIIUX XapaKTePUCTHKAX
NCIIdn;

- JKCIUTyaTallioHHass wWHpopManus -  wHPOpManus, TMOJyYCHHAs W3
AKCIUTyaTallMOHHON JOKYMEHTAIINY;

- YyBCTBUTEIIbHAS uHpopManms - uHpopMmarms, JIOTIOJIHSFOIIAs
skcruryatanoHHyr uHbopMmanuo o6 MCII[IH (Hampumep, CBeACHUS W3 MPOSKTHOM
nokymenrtaruu UCIIIn).

B yacTtHOCTH, HApYIIUTEHL MOKET UMET:

- JaHHBIE 00 OpraHM3aluu pabOoThl, CTPYKTYpe M HCIOJIB3YEMBIX TEXHUYECKHX,
MIPOTPaMMHBIX U MPOrpaMMHO-TeXHHUecKux cpeactBax UCIIH;

- cBemeHus 00 wuHpopmarmoHHbix pecypcax MCII[H: mopsaok u mpaBmia
CO3JaHMs, XpaHeHHs MW I[epefadyd HHPoOpMaluuu, CTPYKTypa H  CBOICTBa
WH()OPMAITMOHHBIX TTOTOKOB;

- JaHHble OO0 YS3BHUMOCTSIX, BKJIIOYas JaHHBIE O HEAOKYMEHTHPOBAHHBIX
(HeAeKJIapUPOBAHHBIX) BO3MOXKHOCTAX TEXHUYECKUX, MPOrPaMMHBIX U MPOTPAMMHO-
texHnueckux cpencts UCIIH;

- naHHble 0 peanu3oBaHHbIX B [IC3U mpuHIMDax u aaroputMax; - HUCXOJHbBIC
TeKCThI mporpammuoro odecrneuenust UCI1IH;

- CBEJICHUS O BO3MOKHBIX KaHaJIaX peajlu3alyu yrpos;

- “HGOPMAITHIO O CIIOco0ax pean3aliu yrpos.

[Ipennomaraercs, yro nuua kareropuu Il m kareropum IV BiagerT TOIBKO
AKCIUTyaTallMOHHON MH(pOpMaIuel, 4To 00ecreuynBaeTcs OpraHu3allMOHHBIMU MEPAMU.
[Ipu sTom nmma kareropuu [V He BIagelOT MapoNIbHOHM, ayTeHTU(DHUIMPYIOMIEH U
KItoueBor uH(popmanueil, ucnonbzyemoid B AMC, K KOTOpPbIM OHH HE HMEIOT
CaHKI[MOHUPOBAHHOI'O JIOCTYyTA.

[Ipenmnomaraercsi, 4ro JauLA KaTeropud V BIAACIOT B TOM WIM HHOW YacTH
YyBCTBUTEIPHOM W  OKCIUTyaTallMOHHOW WHGOpMAIMeli 0 CHCTeMe Tepeaadn
nHdopmaruu u odmen napopmarmeir 06 ANC, HCTTOMB3YIOMUX 3Ty CUCTEMY TIepeaadn
uHbOpMaIlMK, YTO OOECTIEYMBAETCS OpPTraHM3alMOHHBIMU Mepamu. [Ipm sToM mnura
Kareropun V He BIAJCIOT MAPOJIbHOW M ayTeHTU(PUIMpYIomEed HHPOpMalueu,
ucnonb3zyemoii B AVC.

[Ipennomaraercs, yro auua kareropud VI m muua kareropuu VII mo ypoBHIO
3HAHUM HE MPEBOCXOAT JIULA KATErOpuu V.

[Ipennonaraercs, uyro uswmma kareropun VIII ob6nagator 4yBCTBUTENBHOU
unpopmarmeit 06 UCIIn u dyHkmumonansHo opuentupoBanHbix AWC, Briarouas
uHdopmaIuioo 00 YA3BUMOCTSAX TEXHUYECKHX W mporpammubix cpeacts MCIT/IH.



Oprasnu3aliMOHHBIMU MEPAMU MPEAIIONAraeTCcsl HCKIOUNTh JOCTYI Ul Kateropun VIII
K TexHuueckuM u mporpammubiM cpeactBam MCII[Iln B MoMeHT oO0paboTku ¢
MCITIOJIb30BAHUEM ITUX CPEJICTB 3aIUIIAEMON HH(POPMAIIUH.

Takum oOpazom, Haumbonee wuHpopmupoBaHHbiMU 00 AWC sBusAOTCS Ui
kareropud III u nmuua kareropuun VIII.

Crenienb MHGMOOPMUPOBAHHOCTU HAPYIIUTENS 3aBUCUT OT MHOTHX (DaKTOpOB,
BKJIIOYAsl PEaJM30BaHHbIE B aJMUHHUCTPAIIMM KOHKPETHBIE OpPraHU3alMOHHBIE MEPHI U
KOMITETCHIINIO HapymmuTteneid. [lodToMy OOBEKTHBHO OILIGHUTH OOBEM 3HAHUU
BEPOSITHOTO HAPYIIIUTEIS B OOIIEM ClTydae MPaKTHISCKH HEBO3MOXKHO.

B cBs3u ¢ U310KEHHBIM, C IIEJIBIO CO3JaHUSI OMPEACICHHOTO 3amaca MPOYHOCTU
MpENoiaraeTcsi, 4YTO BEPOSTHBIE HApyIIUTEIW o00NagaroT Bceld uHGOpMaLUeH,
HEOOXOMMON JJII TIOATOTOBKH M PEaTM3aIlii yIpo3, 3a HCKIIOYCHUEM HH(POPMAIIHH,
JOCTYI K KOTOPOM CO CTOPOHBI HApyLIUTENs WCKIIOYAETCS] CUCTEMOM 3allluThl
unpopmaruu. K Takoit uHpopManmu, HAmpUMEp, OTHOCUTCA  MapOJIbHAasi,
ayTeHTUPUITUPYIOIas U KJItoueBasi uHGopMaIus.

[IpenmnomnoxeHus 00 UMEIOLIUXCS Y HAPYIIUTENS CPEJICTBAX pealih3alliu yrpo3

[Ipennomnaraercs, 4TO HAPYUIUTEIb UMEET:

- anmmapatHbie koMnoHeHThl C3I1/Jn u CO C3I1/1H;

- JIOCTYIIHbIE B CBOOOJHON MpoJake TEXHUYECKHWE CPEACTBA M MPOTPAMMHOE
obOecreyeHue;

- CIeNHATBHO pa3pabOTaHHBIC TEXHWYECKHE CpEACTBA M MPOTPAMMHOE
o0ecrieueHue.

BHyTpeHHUI HapyIIUTEIb MOKET UCIIOJIB30BATh IITATHBIE CPEICTBA.

CocTaB MMEIOIIUXCS Yy HAPYUIUTENS CPEACTB, KOTOPHIE OH MOYKET HCIOJIb30BaTh
g peanuszanuu yrpo3 b, a Takke BO3MOYKHOCTH IO UMX NPUMEHEHHUIO 3aBUCAT OT
MHOruX (haKTOpOB, BKJIIOYas peEalU30BaHHbIE HA OOBEKTax aJMUHHCTpALUU
KOHKPETHbIE OpPraHMU3allMOHHBIE Mepbl, (PMHAHCOBHIE BO3MOYKHOCTH U KOMIIETEHIIMIO
HapyLIUTEJIEH.

[ToaToMy OOBEKTHUBHO OLICHUTh COCTaB HMMEIOMIMXCS Y HApPYLIUTENs CpPEICTB
peaiM3allid yrpo3 B OOIIEM ciydae MpakTUUYECKH HEBO3MOXHO. I[losTtomy, mms
cozmanns ycrovunBo C3II/IH mpenmonaraercs, 4TO BEPOSTHBIA HAPYIIUTENb UMEET
BCE HEOOXOAMMBIEC JUIsl pealu3aldd yIrpo3 CpPEACcTBa, BO3MOXKHOCTHM KOTOPBIX HE
MIPEBOCXOIAT BO3MOXKHOCTH aHAJIOTUYHBIX CPEJICTB peaanu3alii yrpo3 Ha HH(HOPMAIIHIO,
COJIEPIKAILYI0 CBEJCHHUS, COCTABISAIOIINE TOCYJAPCTBEHHYIO TalHY, U TEXHUYECKUE H
pOorpaMMHBIE CpeICTBA, 00padaThIBAIOIIHNE STy HH()OPMAIIHIO.

Bwmecre ¢ Tem npenmnonaraercs, YT0 HAPYLIUTEIb HE UMEET:

- CPEACTB NIEPEXBATA B TEXHUYECKUX KaHaJIaX yTEUKU;

- CpEeACTB BO3JICUCTBUSA 4Yepe3 CHUTHaIbHBIE Lenu (MHPOpMAIIMOHHBIE U
ynpasisitoue uHrepdeiicsl CBT);

- CpEACTB BO3JEHCTBHMS Ha MCTOYHMKM M 4YEpe3 LENHU IHTaHWs; - CPEACTB
BO3JICHCTBHSI YEPE3 LIEMIN 3a3EMIICHUS;

- CPENICTB aKTUBHOI'O BO3EHCTBHS HA TEXHUYECKUE CPEICTBA (CPEACTB OOIyUEHUs).

[Tpennonaraercs, 4ro HanboJiee COBEPUICHHBIMU CPEACTBAMHU pealM3ald yIrpo3
obnamarot suna kareropuu 111 u nuna kareropun VIII.



¥Yrpo3bl yredku HHGOpMaLMU 10 TEXHUYECKUM KaHaJIaM
VYTpo3bl yTEUKH aKyCTUUECKOH (pedueBoii) nHpopMauu

Bo3HUKHOBEHHE yrpo3  YTEUKHM aKycTU4YecKoll (pedeBoi) wuH(oOpmanuu,
COJIepIKalllelCsl HETTOCPEACTBEHHO B MpPOM3HOCUMOM peun nonb3oBatens UCII/IH, npu
oopabotke [1/1n B UCII/IH, BO3MOXHO npu Hau4uuu (PpyHKIUI rojocoBoro BBoja [1/1x
B UCIIIn wnu pyukimit Bocnpoussenenus [1J{n akyctuueckumu cpencreamu MCIIH.

B UCII/In cenpckoro moceneHus: GyHKIuH roocoBoro BBoaa [1/In mmm GyHKImm
BocripomsBeneHna II/[H akycTMdecKMMM CpeACTBaMHM OTCYTCTBYIOT. BepoATHOCTBH
peanu3auu yrpo3bl - MaJOBEPOSITHA.

VYTrpo3bl yTeuku BUA0BOM HH(pOpMAUU

Peanuzauus yrpo3sl yredykd BUJIOBOM MH(OpMaALMK BO3MOXKHA 32 CUET MPOCMOTpa
MHGOpPMAILIMU C TIOMOIIBIO ONTUYECKUX (ONTHKO-3JEKTPOHHBIX) CPEICTB C JKPAHOB
JUCIUICEB U JIPYTUX CPEACTB OTOOpa)XEHUsI CPEJCTB BBIYMCIUTENBHONM TEXHHKH,
MH(POPMAIIMOHHO-BBIUYUCIUTEIbHBIX KOMILJIEKCOB, TEXHHYECKUX CPEICTB 0O0pabOTKH
rpaduyeckoif, Buaeo- M OYKBEHHO-UM(PPOBOH HH(DOpMaLMM, BXOASAIIUX B COCTAB
NCITIH.

B yupexneHun BBEAEH KOHTPOJIb JOCTYyIIa B KOHTPOJIMPYEMYIO 30HY, APM
ITOJIB30BATENIEN PACIIONOKEHBI TAK, YTO MPAKTUYECKH UCKIIFOYEH BU3YAJIBHBIA JOCTYI K
MOHHUTOpPaM, a Ha OKHAaX YCTAHOBJICHBI KaJIIO3H.

BepostHOCT peanin3anny yrpo3sl - MAJIOBEPOSTHA.

VYrpo3sl yreuku nHpopManuu mno kananam [I9MUH

VYrpo3sl yreukn uHbopmanuu no kaHany [IOMWH, Bo3MoxxHBI M3-3a HaIUYUA
Mapa3UTHBIX AJEKTPOMArHUTHBIX U3ITydeHul y 3nemeHToB UCII/IH.

Yrpo3sl J[aHHOTO Kjacca MaJIOBEPOATHBI, T.K. pa3Mep KOHTPOIUPYEMOU 30HBI
6ombiioi, u snemenTsl UCIIJIH sKpaHUpYyIOTCS HECKOJIBKUMH HECYIIMMH CT€HAMHU, U
[ApAa3UTHBIM CUTHAJI MACKUPYETCA CO MHOXKECTBOM JPYIHX IIAPA3UTHBIX CUTHAJIOB
31eMeHTOB, He Bxoasux B UCII/IH.

VYTpo3bl HECAaHKIMOHUPOBAHHOTO JIOCTYMA K HHPOPMALIMH
Peanmuzamus yrpo3 HCJl x nadopmaimu MOKeT MPUBOAUTH K CICAYIOMIUM BHUIaM
HapylIeHus ee 0€30MaCHOCTH:
- HapylmieHu0  KOH(QUICHIIMAIBHOCTH  (KOMUPOBAHHUE,  HEMPABOMEPHOE
pacnpocTpaHeHHe);
- HapYLIECHUIO IEJIOCTHOCTH (YHUUTOXEHUE, U3MEHEHHUE);
- HApYUICHHUIO TOCTYMHOCTH (OIOKUPOBaHUE).

Yrpo3sl yHUUTOXKEHUSA, XulieHus annapatHeix cpeacts MCII/IH Hocurenen
uHpopMaluu nyteM ¢puznyeckoro nocryna k anementam UCIIn

Kpaxa [I5BM
VYrpo3za ocymectBisiercss myreM HCJl BHEIHMMU M BHYTPEHHUMH HApYyIIUTEIIMU
B MIOMEIIEHMUS, T/I€ pacnoaoxeHbl aeMeHTsl UCII/IH.



B yupexnaeHnn BBEAEH KOHTPOJb JIOCTyNa B KOHTPOJMPYEMYIO 30HY, JBEPH
3aKPBIBAIOTCS HA 3aMOK.
BepostHOCTh peasin3aluu yrpo3bl - MAJIOBEPOSITHA.

Kpaxa Hocureneit uupopmanuu
VYrpo3za ocymectsisierca myrem HCJl BHEIIHMMY 1 BHYTPEHHMMH HAPYIIUTEISMA
K HOCUTEJISIM UH(POpMAIUK.
B agmuHuMCTpanuu BBEOEH KOHTPOJIb JOCTyNa B KOHTPOJIHUPYEMYIO 30HY, JABEPH
3aKpBIBAOTCS HA 3aMOK, BEIETCA YUET U XpaHEHHE HOCUTeNel B celde.
BeposTHOCTB peanu3anuu yrpo3bl - MAIOBEPOSITHA.

Kpaxa xiroueit u aTpuOyTOB J10CTyIA

VYrpo3sa ocymectisiercss nyreM HCJ/[ BHEIIHMMY M BHYTPEHHUMH HAPYLIUTEIAMHA
B [TIOMEILIEHUS, [JI€ MPOUCXOIUT paboTa MOJIb30BaTEEH.

B agmuHMCTpanyuy BBEIEH KOHTPOJIb JIOCTYNA B KOHTPOJIUPYEMYIO 30HY, JIBEPHU
3aKpbIBAIOTCS HA 3aMOK, OPraHU30BaHO XpaHEHUE KII0Yel B celie u BBeIeHa MOIUTHUKA
"gucroro crona".

BeposTHOCTB peanu3anuu yrpo3sl - MAJIOBEPOSITHA.

Kpaxwu, Mmomudukauy, yHHITOXSHUS HHHOPMAITIH
VYrpo3sa ocymectisiercss nyreM HCJ/[ BHEIIHMMY M BHYTPEHHUMH HAPYLIUTEIAMHA
B MOMEIIEHUS, TIe pacnonoxeHbl sneMenTsl MCII/IH u cpencTBa 3amuThl, a TaK ke
MIPOUCXOIUT padboTa MOTH30BATEICH.
B agmuHuCTpanuu BBEAEH KOHTPOJb JOCTYNa B KOHTPOJIHPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK.
BeposaTtHoCTh peanu3anuu yrpo3sl - MAJIOBEPOSATHA.

BriBoa u3 ctpos y3nos [II9BM, kaHanoB cBs3u
VYrposa ocymectBiusiercss myreM HCJl BHEITHUMU M BHYTPEHHUMU HAPYLIUTEISMU
B MOMEILIEHUS, TIe pacnonoxeHsl dneMeHTsl UCII/IH 1 npoXoaaT KaHajbl CBS3H.
B agmuHuCcTpanuu BBENEH KOHTPOJb JOCTYNAa B KOHTPOJIHUPYEMYKO 30HY, JIBEPHU
3aKpBIBAIOTCS HAa 3aMOK, YCTAHOBJICHBI PENIETKM HA TEPBBIX JOTaXax 3HaHUA.
BeposTHOCTB peanuzanuu yrpo3bl - MaJIOBEPOATHA.

HecaHKMOHHPOBaHHOE OTKJIIOUEHUE CPEJICTB 3AIUTHI

¥Yrpo3sa ocymectisiercs nyreM HCJ/[ BHEIIHMMY M BHYTPEHHUMU HAPYUIUTEIAMHA
B MIOMEIIEHMUS, T/I€ PacoiaoxeHsl cpeactna 3amutel UCIT/IH.

B agmuHuCTpanuu BBEAEH KOHTPOJb JOCTYNa B KOHTPOJIHPYEMYIO 30HY, IBEPH
3aKpBIBAIOTCS HA 3aMOK, noib3oBaTenu UCIIJIH npouncTpykTupoBaHnsl o padote ¢ [1/1H.

BeposTHOCTB peanuzanuu yrpo3bl - MaIOBEPOSITHA.

YTrpo3bl XUIEHUsI, HECAHKIIMOHUPOBAHHOW MOJU(PUKAIMUA WIH OJIOKUPOBAHUSA
uHdopmaluu 3a cyeT HecaHKuoHupoBaHHoro noctyna (HCI) c mpumeHeHuem
MIPOTrPaMMHO-AMIAPATHEIX U MPOTPAMMHBIX CPEACTB (B TOM 4YHCJIE MPOrPaMMHO-
MaTeMaTHYECKUX BO3ICHCTBHU)



JleiicTBUSI BpEJJIOHOCHBIX MPOrpamMm (BUPYCOB)

[TporpaMMHO-MaTeMaTH4YECKOE BO3JEHCTBUE - O3TO BO3JACUCTBUE C IMOMOUIBIO
BpPEJOHOCHBIX Tporpamm. [Iporpammoil ¢ MOTEHIMATBLHO OMACHBIMHU TMOCJIEACTBUSMU
WIN BPEJIOHOCHOM MpOorpaMMoi (BUPYCOM) Ha3bIBalOT HEKOTOPYIO CaMOCTOSTEIbHYIO
nporpammy (HaOOp HMHCTPYKIMM), KOTOpas CIOCOOHA BBIMOJHATH JIFOOOE HEMyCTOe
MOJIMHOKECTBO CIEIYIOMUX (PYHKITUH:

- CKpbIBATh NMPU3HAKU CBOETO MPUCYTCTBUS B IPOrPAMMHOM Cpejie KOMIIBIOTEPA;

- o0mamaTh CHOCOOHOCTBIO K CaMOAyOJMPOBAHHIO, ACCOIMUPOBAHUIO CeOs C
ApyTUMH TporpaMMmamMu U (WJIKM) TEpPeHOCy CBOMX (PparMeHTOB B HWHBIE O0JIACTH
ONEPATUBHOM WJIA BHEIIHEH MAMSITH;

- pa3pyuiath (UCKakaTh MPOU3BOJIBHBIM O00pa3oM) KOJ MpOorpamMM B ONEPATUBHON
MaMSATH;

- BBIMIOJIHATH 0€3 WHUIIMHUPOBAHUS CO CTOPOHBI MOJIb30BaTENs (TIOIH30BATENBCKOM
nporpaMmMbl B IITATHOM PEXKHUME €€ BBINOJHEHUSI) JIECTPYKTUBHBIE (PYHKIIUU
(KomMpOBaHUSI, YHUUTOXKEHUS, OJIOKUPOBAHUSA U T.I1.);

- COXpaHsiTh (parMeHThl MHPOpPMAIUM W3 OMEPATUBHOW MAMSITH B HEKOTOPBIX
00J1aCcTsIX BHEIIHEW MaMsTH NPSAMOro JTOCTYIAa (JIOKAJIbHBIX WIIN yAAJICHHBIX);

- HCKaXaTh TMPOU3BOJLHBIM 00pa3oMm, OJokupoBaTh u (WIH) MOJAMEHSTH
BBIBOJMMBIM BO BHENIHIOK TMMaMsITh WJIM B KaHajl CBSI3M MAacCUB HMH(OpPMAIIUH,
oOpa3oBaBImIMiACSI B pe3yibTaTe pabOThI TPUKIAMHBIX TPOTpaMM, WIH  YXKe
HaXOJISATIUECS BO BHEITHEH TaMSATH MAaCCHBBI JaHHBIX.

B aamunauctpanmu Ha Bcex anementax MCII/IH ycTaHOBieHa aHTUBHpPYCHas
3alUTa, BBEICHA MOJUTUKA OTPAHHMUYEHHOTO HMCIIOJIB30BAHMS MPOTPaMM, MOJIb30BATEIU
MIPOMHCTPYKTHUPOBAHBI O MEPAX MPEAOTBPAIICHUS BUPYCHOTO 3apayKCHHUS.

BeposiTHOCTB peanu3aiu yrpo3bl - HU3Kasl.

He nexnapupoBanHble BO3MOXHOCTH cucteMHoro 110 u I[10
JUTsE 00paOOTKU MEPCOHATIBHBIX JIaHHBIX

He nexnapupoBaHHbIE BO3MOXHOCTH - (DYHKIIMOHAJIBHBIE BO3MOYKHOCTH CPENICTB
BBIUMCIUTEIbHON TEXHUKH, HE ONMCAHHBIE WM HE COOTBETCTBYIOLIME OMHUCAHHBIM B
JOKYMEHTAllMi, MpU  HCIOJb30BAaHWUM  KOTOPHIX  BO3MOXHO  HapylIEHHUE
KOH(QUACHIIMATFHOCTH, JOCTYITHOCTH WJIH IIETIOCTHOCTH 00pabaTbiBaeMoil nH(popMaImy.

B agMuHuCTpanmu HET MpOrpaMMHOrO obecredeHus, pa3padaTbiBaeMOro
COOCTBEHHBIMHU Pa3pabOTYNKAMU/CTOPOHHUMHE CIICIIUATHCTAMH.

BeposiTHOCTB peanu3aiu yrpo3sl - MaJIOBEPOSTHA.

YcranoBka [10O He CBA3aHHOTO C UCTIOTHEHUEM CITyKeOHBIX 00s3aHHOCTEH

Yrpo3za ocymecTtBiaseTcss NyTEM HECAHKUMOHUPOBAHHOW  ycTtaHoBKu [1O
BHYTPEHHUMHU  HApyLIUTENIsMH, YTO  MOXET  TPUBECTM K  HAPYIICHUIO
KOH(PUIECHIUATIBHOCTH, 11€JI0CTHOCTU U JocTynHocTH Beerd UCII/IH unu ee 37eMeHTOB.

B agMuHHCTpamuu BBEIEHO pa3rpaHUYECHUE I[paBaMU MOJb30BaTElIEH Ha
yctaHoBKYy [IO m ocylecTBisieTcss KOHTPOJIb, MOJIb30BATENN MPOUHCTPYKTUPOBAHBI O
nonuTtuke ycranosku [10.

BepostHOCTh peasin3alnu yrpo3bl - MAJIOBEPOSITHA.



YTpo3bl HE PEeAHAMEPEHHBIX ACUCTBUN M0JIb30BATEICH U HAPYLLICHU N
oe3onacHoctu GpynkunonnpoBanus NCIIIu u C3I1/IH B ee cocTaBe u3-3a cO0OEB B
MIPOrpaMMHOM OOECIIEYeHUH, a TAK)KE OT Yrpo3 HE aHTPOIIOTEHHOTO (COOEB amnmapaTypbl
U3-32 HEHAJIE)KHOCTH 3JIEMEHTOB, COOEB JIEKTPONUTAHMS ) U CTUXUHHOTO (Y1apoB
MOJIHHM, [T0KapOB, HABOJHEHUH U T.I1.) XapaKTepa

VYTpara kiroueit u aTpuOyTOB JOCTYMA

VYrpo3za ocymiecTBisieTCs 3a CUET JIEWCTBUS  4eloBedeckoro  (axropa
nonb3oBarene MCII/IH, KOTOpbhlE HapyIIAlOT MOJIOKEHUS IAPOJIBHOM IOJIUTHKE B
YacTH MX CO3JaHHs (CO3JAIOT JIETKHE WM MYCThIE MApPOJIM, HE MEHSIOT Napojau IO
MCTEYEHUHU CPOKAa MX XU3HHU WM KOMIIPOMETAIMU U T.N.) U XpaHEHHs (3aIUCHIBAIOT
napoiu Ha OyMakKHbIE HOCHTENH, TepefaroT KII0YM JOCTyMa TPETbUM JIHMIAM U T.II.)
WM HE OCBEJIOMJIEHBI O HUX.

B agmMuHucTpanuMu BBeA€HA IApOJbHAs IOJUTUKA, IPEeayCMaTpUBAOIIAs
TpeOyeMyl0 CIIO0XKHOCTh Mapojisi M NEPUOJAMYECKYI0 €r0 CMEHY, BBEICHA IOJUTHKA
"gqucToro crona", OCYIIECTBIISIETCS KOHTPOJb 3a MX BBIIOJIHEHUEM, I10JIB30BATENIH
IIPOMHCTPYKTUPOBAHBI O MApPOJILHOM MOJMTHKE U O JEHCTBUAX B CIy4asX yTpaTsl WU
KOMITPOMETALIMH HapOJIEH.

BeposTHOCTB peanu3anuu yrpo3bl - HU3Kas.

Henpennamepennas monudukamnus (yHHUTOKEHHE) HHPOPMAIIK COTPYTHUKAMH

VYrpo3za ocyumiecTBisieTCs 3a CUET JICWCTBUS  4eloBedeckoro  (axropa
nonw3oBateneit UCII/IH, koTopsie HApYMIAIOT MOJT0KEHUS MIPUHSITHIX TMPABHI PaOOTHI C
HCII/Ia niu He OCBEIOMIICHBI O HUX.

B agmuHHCTpanuu OCymIeCTBISIETCS PE3EPBHOE KOMUPOBaHHME OO0padaThIBAEMBIX
[1/11, nonp30BaTeny NpouHCTpyKTUpoBaHbl 0 padore ¢ UCII/H.

BepostHOCTh pea3anuy yrpo3sl - MaJIOBEPOSATHA.

HenpennamepeHHOE OTKIIFOUEHUE CPEACTB 3ALIUTHI

Yrpoza ocymiecTBisieTCs 3a  CUeT  JIGMCTBUSL  4esjoBedeckoro  (axropa
nosib3oBatesiet UCIIJIH, koTopble HapyIIAIOT MOJIOKEHUSI MPUHATHIX MTPaBUiI pabOTHI €
UCIIIH m cpeacTBaMu 3alIUThI WIIK HE OCBEIOMJIEHBI O HUX.

B agmuHuCTpanuu BBEAEH KOHTPOJb JOCTYNa B KOHTPOJIHPYEMYIO 30HY, IBEPHU
3aKpBIBAIOTCS HA 3aMOK, OCYILIECTBIAECTCA pPa3rpaHUYCHUE JOCTyNa K HACTPOMKaM
PEKMMOB CPEJICTB 3aIUTHI, MOJIH30BATEIN IPOUHCTPYKTUPOBaHBI 0 padote ¢ UCII/IH.

BeposTHOCTB peanuzanuu yrpo3bl - MaIOBEPOSITHA.

BbIxoJ1 U3 cTpost annapaTHO-IPOrpaMMHBIX CPEJICTB
VYrpo3a oCyHmIecTBISETCS BCJIEACTBUE HECOBEPIIEHCTBA allapaTHOMPOTrPAMMHBIX
CPEJICTB, U3-32 KOTOPBIX MOKET MPOUCXOAUTh HAPYLIEHUE LETOCTHOCTH U JOCTYITHOCTH
3alUIIaeMoil HHpOpMaIH.
B agMuHHCTpanuy oCcyIecTBIseT pe3epBUpPOBaHUe KIr04YeBbIX 3nemeHToB MCII/IH.
BeposTHOCTB peanu3anuu yrpo3sl - MAJIOBEPOSITHA.

CO6oi1 cucTeMbl AIEKTPOCHAOKEHU S



Yrpo3sa OCYIIECTBIISIETCS BCJICACTBHUE HECOBEPIIIEHCTBA CUCTEMBI
AJICKTPOCHAOKEHHUS, W3-3a YEer0 MOJXKET IPOUCXOJUTh HApPYIIECHHUE IEJOCTHOCTH H
JOCTYITHOCTH 3alllyIiaeMor HHPpOpMAaITUH.

B agvmunucTtpamuu ko BceM KIo4eBbIM aneMeHTaM MCII[IH mnoakiro4YeHbl
HCTOYHUKH OecriepeOOMHOro MUTAaHUS W/WIM OCYIIECTBIISIET PE3ePBHOE KOIHUPOBAHHE
uHbopmaIum.

BeposdTtHoCTh peanu3anuu yrpo3sl - MAJIOBEPOSATHA.

Cruxuiinoe 0eacTBHE
Yrpo3a  OCymIeCTBISETCS  BCICACTBHE  HECOOMIONEHWS  Mep  IMMOXKapHOU
0€e3011acHOCTH.
B ajgMuHUCTpalMM YCTaHOBJICHA IIO)KapHAs CHUTHAJIM3AIMS, I0JIh30BATCIIN
MPOUHCTPYKTUPOBAHBI O JCHCTBHUSAX B CIIy4ae BOSHUKHOBEHHS BHEIITATHBIX CUTYaIIUH.
BeposTHOCTB peanu3anuu yrpo3bl - MaJIOBEpOsITHA.

Yrpo3bl npeaHaAaMepPeHHbIX AeHCTBUA BHYTPEHHUX HAPYLIMTE/ el
Hoctyn k uHpopmanuu, MoaupUKaLKs, YHUUTOKEHUE JINLAMHU,
HE UMEIOIINM, JIOMyCKa K ee 00paboTke

VYrpo3za ocymectBisiercst myreM HCJI BHENIHMX HAapyIIMTENEH B MOMELIEHUS, TI€
pacnosioxxensl 35eMenTbl UCIIJIH U cpencTBa 3aluThl, a Tak K€ IPOUCXOIUT padoTa
ITOJIb30BATEIICH.

B anMmuHMCTpanuy BBEJAEH KOHTPOJIb JIOCTYNAa B KOHTPOJUPYEMYIO 30HY, JIBEpU
3aKPBIBAIOTCS HA 3aMOK.

BeposATHOCTH peanu3anuu yrpo3sl - MaJOBEPOSITHA.

Pasrnamenue napopmaiyu, MoguduKaius, yHUUTOKEHUE

COTpPYJHUKAaMHU JOMYIIEHHBIMH K €€ 00paboTke

VYrpo3a ocyuiecTBisercs 3a CYeT  JIGHCTBUSL  4eloBeYecKoro  (pakropa
nosib3zoBatenied  MCIIJIH, KOTOpble HapylIalOT IMOJIOXKEHUS O HEPA3JIALICHUU
oOpabaTeiBaeMON HH(POPMALIMU WIIK HE OCBEJOMJICHBI O HUX.

B agMmuHHMCTpanuu MOJb30BaTENId  OCBEIOMIIEHBI O TOpsAKE paboThl ¢
MEPCOHABHBIMU TaHHBIMH O Hepas3rianeHnu nHpopMmaiuu. BeposTHoCTh peann3anuu
YIPO3bI - MAJIOBEPOSITHA.

VYTpo3bl HECAHKIMOHUPOBAHHOTO JIOCTYTIA 110 KaHajlaM CBA3HU

B cootBerctBum ¢ "TumoBoii Monenpi0 Yrpo3 O€30MacHOCTH MEPCOHATBHBIX
JTaHHBIX, 0OpabaTeiBaeMbIX B pactpeaeneHHbx MCIIIH, uMeomux MoaKIIoueHne K
CETsIM O0IIEro MONb30BAHMS U (WJIH) MEXKAYHApPOAHOTO nH(OpManmoHHOTO oOMeHa" (1.
6.6 bazoBoit Moenu yrpo3 6€30MacHOCTH MEPCOHANBHBIX TaHHBIX MPH WX 00pabOTKE B
MH(GOPMAIIMOHHBIX CHUCTEMaX MEPCOHANBHBIX ITaHHBIX, YTBEPKIACHHON 3aMECTHTEIEM
mupektopa @CTIK Poccun 15 deBpans 2008 r.), mist UCIIIH MOX)HO paccMaTpuBaTh
CIIENYIOIME YIPO3bl, PEAIN3YEMbIE C MCIOJIB30BAHUEM IPOTOKOJIOB MEKCETEBOTO
B3aUMOJICUCTBUS:

- yrpo3a "Ananu3 cereBoro tpaduxa" ¢ nepexnaroM mnepeaaBaemoit uz UCII/Iu u
NPUHUMAEMOI U3 BHEIIHUX ceTel nHpOpMaluy;



- YIpo3bl CKAHUPOBAHHWS, HANPABICHHBIE Ha BBIABICHUE THUIA WA THUIIOB
HCIIOJIB3YEMBIX OIEPAIIMOHHBIX CHCTEM, CETEBBIX aapecoB padouux craniuii MUCII/IH,
TOIOJIOTUU CETH, OTKPBITHIX MIOPTOB U CIYKO, OTKPBITHIX COSTUHEHHUH U JIP.;

- YIrpo3bl BBIABICHUSA MapoJIEd IO CETH; - YrPO3bl HABSI3BIBAHUE JIOKHOTO
MapuIpyTa CeTH;

- YIrpo3bl MOJMEHBI JIOBEPEHHOT0 OOBEKTa B CETH; - YIPO3bl BHEAPEHUS JIOKHOTO
oobekra kak B UCII/IH, Tak ¥ BO BHEIIHUX CETAX;

- yrpo3bl THna "OTka3 B OOCTy)XMBaHHMHU'", - YIpO3bl YNAJCHHOIO 3alycKa
MIPUIIOKECHUM;

- YTPO3bl BHEAPEHUS IO CETU BPEAOHOCHBIX TPOTPAMM.

VYrposa "Ananu3 ceteBoro tpaduka"

Ora yrpos3a peanu3yercsi C MOMOIIBIO CHENUAIBbHOW ITPOrpaMMbl aHAJIU3aTOpa
nakeToB (sniffer), mepexBarbIBarolleil Bce MAaKEThl, IEPEJABAEMBIE 10 CETMEHTY CETH, U
BBIICTISIIONICH Cpeiu HUX T€, B KOTOPBIX MEpenatoTcs UACHTU(PUKATOP MOIb30BaTENs U
€ro napois. B xoze peasin3anuu yrpo3sl HapyIIATENb:

- u3yuaet jgoruky padorsl MCIIJIH - TO ecTh cTpeMHUTCS MOIYYUTh OJHO3HAYHOE
COOTBETCTBHE COOBITHH, MPOUCXOJAIIUX B CHUCTEME, U KOMAaHJ, IMEPEChUIAEMbIX IpU
TOM XOCTaMH, B MOMEHT MOSIBJICHUS JaHHBIX COObITHH. B nanbHelem 3To MO3BOJISET
3JIOyMBIIUICHHUKY Ha OCHOBE 3aJaHMsl COOTBETCTBYIOIIMX KOMAaH]I IIOJY4YHTb,
HaIlpuMep, NPUBUIETUPOBAHHBIEC MPaBa Ha ACHCTBUS B CUCTEME WJIM PACIIUPUTH CBOU
MMOJIHOMOYHS B HEH;

- TIepexBaThIBA€T TOTOK TMEPEIaBaCMbIX JAHHBIX, KOTOPHIMH OOMEHHBAIOTCS
KOMITOHEHTBI CETE€BOM OINEpPAlMOHHOM CHUCTEMBI, JUIsl U3BJICUYECHHS] KOHPHUACHIIMAIBHON
WIM  UACHTU(QUKALMOHHOW  HMHpOpMalnuu (HAmpuMep, CTaTHYECKUX  MapoJiel
[IOJIB30BATEIIEH U1 TOCTYyIIA K yaajJeHHbIM xocTaM no nporokonaM FTP u TELNET, He
MpeayCMaTpUBAIOIINUX MIHU(PPOBAHKE), €€ TTOIMEHbI, MOIU(DUKAIIMY U T.11.

IlepexBat B nmpeaenax KOHTPOJIUPYEMON 30HbI BHEITHUMU HapYILIUTEISIMU
B cenbckoM moOCeNIeHHH BBEAEH KOHTPOJb JIOCTYNIA B KOHTPOJUPYEMYIO 30HY,
JIBEPH 3aKPBIBAIOTCS HA 3aMOK.
BeposTHOCTB peanu3anuu yrpo3bl - MAIOBEPOSITHA.

¥Yrpo3sa "ckannpoBanue cetu'

CymHOCTh IIpolecCa peaM3alii Yrpo3bl 3aKIIOYAETCA B IEepeJade 3amnpocoB
ceteBbIM ciyk0am xoctoB MCIIJIH m aHanmm3e oTBeToB OT HHUX. llenb - BeIIBICHUE
UCIIOJIB3yEMBIX  IMIPOTOKOJOB, JIOCTYNHBIX IOPTOB CETEBBIX CIIyk0, 3aKOHOB
dbopMHpOBaHUS WICHTU(PHUKATOPOB COCAMHEHUH, OIPEACIICHHE AaKTHUBHBIX CETEBBIX
CEPBHUCOB, NMOJ00P UICHTU(PUKATOPOB U MAPOJIEH MOIb30BATEIICH.

BeposTHOCTB peanuzanuu yrpo3bl - MAIOBEPOSITHA.

YTrpo3a BbISBICHHUS MTApOJIEH
[enp peanuzauuu yrpo3bl coctouT B mnojydeHunun HCJI mytem mnpeooneHus
MapOJIbHOW 3alUTHl. 3JIOYMBIIIJIEHHUK MOJKET PEaIM30BbIBATh yIPO3y C IOMOIIBIO
[IEJIOTO psila METOJ0B, TaKUX KaK MPOCTOM mepedbop, mepedbop ¢ HCIOIb30BaHUEM



CHEIUaTbHBIX CIIOBApE, YCTAHOBKA BPEIOHOCHOW MPOrpaMMBbI ISl TiepexBarta mapods,

noaMeHa jgoBepeHHoro oobekTa cetu (IP-spoofing) u mepexsar makeroB (sniffing). B

OCHOBHOM JIJISl peaJIu3allii yTPo3bl UCIOJIB3YIOTCS CIIEIUaIbHbIE IPOrPAMMBbI, KOTOPHIE

MBITAIOTCS TOJIYYUTh JOCTYN XOCTY IyTEM IOCJIeI0OBATEIBHOTO Moj0opa mapoiei. B

clly4yae ycriexa, 3J0YMBIIUIEHHUK MOXET co3AaTh Jjsi cedst "mpoxoxa" s Oymymiero

JI0CTyTa, KOTOPBIN OyAeT NedCcTBOBATh, aXKe €CIIM Ha XOCTEe U3MEHHUTH MapoJib I0CTYIIA.
BeposiTHOCTB peanuzanuu yrpo3bl - MaJIOBEpOsITHA.

YTpo3bl HaBSI3BIBAHUE JIOKHOTO MAapIIPyTa CETH

JlanHast ~ yrpoza  peaqm3yeTrcss OAHMUM M3  JBYX  CIOCOOOB:  IyTEM
BHYTPUCETMEHTHOT'O WJIM MEKCETMEHTHOTO HABSI3bIBAHUS. BO3MOKHOCTh HABA3bIBAHUSA
JIO)KHOTO ~ Mapuipyta oOyCJIOBJieHa HEJOCTaTKaMH, MPUCYIIMMHU  aJrOpuTMam
MapmpyTu3anuu (B YaCTHOCTH W3-3a TPOOJEMBI  HICHTU(DHUKAIIUA  CETEBBIX
YIOPABISIONIMX YCTPOUCTB), B pe3yJbTaTe YEro MOXKHO IOMAaCTh, HAIPUMEpP, Ha XOCT
WIA B CETh 3JIOYMBIIUICHHUKA, TIJ€ MOXHO BOUTM B OIEPALMOHHYK Cpedy
texHuueckoro cpeactBa B cocraBe MCIIIH. Peanusanuu yrpo3sl OCHOBBIBAETCS Ha
HECAaHKIIMOHUPOBAHHOM HCIOJIB30BaHUM TMPOTOKOJOB Mapiipytuzanuu (RIP, OSPF,
LSP) u ynpasnenus cerbto (ICMP, SNMP) nnst BHeceHUsT U3MEHEHUN B MapIIpyTHO-
aapecHbie Tabnuipl. [Ipyu 3TOM HapymHTeN0 HE0OOXO0AUMO MOCIATh OT UMEHHU CETEBOTO
YIIPaBJISAIONIETO YCTPOUCTBA (HAIPUMEP, MapUIPYTU3ATOPa) YIPABIISIIOLIEE COOOIICHUE.

BeposTHOCTB peanuzanuu yrpo3bl - MaIOBEPOSITHA.

YTpo3bI TOIMEHBI TOBEPEHHOTO 00BHEKTa

Takast yrpo3a 3(Q¢peKTUBHO peanu3yeTcss B CUCTeMaX, B KOTOPBIX MPUMEHSIOTCS
HECTOMKKE aNrOpUTMbl UACHTU(UKAMU U ayTEHTU(DHUKALMK XOCTOB, MOJb30BaTENIeH U
T.4. [log noBepeHHbIM 00BEKTOM MOHUMAETCSI OOBEKT CETH (KOMIbIOTEP, MEKCETEBOM
9KpaH, MaplIpyTU3aTop U T.I1.), JIETAJILHO MOAKIIOUYEHHBIN K cepBepy.

MoryT ObITH BbIIEIEHBI JABE PA3HOBUIAHOCTH MpoOIEcca peau3alud yKa3aHHOU
yIpo3bl: C YCTAaHOBJIEHUEM U 0€3 YCTAaHOBJIEHUS BUPTYaJIbHOTO COEAMHEHMUS.

IIponecc peanusanuu € yCTAHOBICHMEM BHUPTYaIbHOI'O COEIMHEHHUSA COCTOUT B
IPUCBOGHUU IIpaB JOBEPEHHOIO0 CyObEKTa B3aUMOACMCTBHS, UTO IO3BOJISET
HAPYIIMTEIO BECTU CEaHC pabOThl ¢ 0OBEKTOM CETH OT UMEHHU JOBEPEHHOTO CyOBEKTa.
Peanuzanus yrpo3sl JaHHOTO TUTA TPEOyEeT MPEOIOJICHUsI CUCTEMbl HICHTU(DUKALINN U
ayTeHTH(QUKaMu coobmennii (Hanpumep, ataka rsh-ciry» 61 UNIX-xocTa).

[Ipouecc peanuzauuu yrpo3bl 0€3 YCTAHOBIEHUS BHPTYAJIbHOIO COEOUHEHUS
MOXET HMMETb MECTO B CETSX, OCYILUECTBISIOIIMX HACHTH(PUKALMIO TEpelaBacMbIX
COOOIIEHNI TONBKO IO CETEeBOMY ajapecy oTmpaButens. CyIIHOCTh 3aKJIIOUaeTcsl B
nepesavye CIyeOHbIX COOOIIEHHWH OT HMMEHH CETEeBBIX YIPABIAIOIMIMX YCTPOMCTB
(Hampumep, OT HMMEHH MapIIpyTH3aTOPOB) OO0 HW3MEHEHHWH MapIIPyTHO-aIPECHBIX
JAHHBIX.

B pesynbrare peanuszanuu yrpos3sl HapylLIMTENb II0IydYaeT IIpaBa JOCTyNa K
texHnueckomy cpenctsy UCII/IH - uenu yrpos.

BeposarHOoCTh pean3anuy yrpo3sl - MaJIOBEPOSATHA.

BHCI[pCHI/IG JIO’)KHOT'O 00BEKTa CETH



Ota yrpo3a OCHOBAaHA Ha HCIIOJIB30BAHWU HEJOCTATKOB AJITOPUTMOB YIAJIEHHOTO
noucka. B ciydae ecnu 0OBEKTHI CETH M3HAYAIBHO HE UMEIOT aJIpeCHOM MH(pOpMaluu
ApPYyT O JIpyre, UCIOJIb3YIOTCS pa3jNyHble MPOTOKOJIBI YJAIEHHOTO MOMCKa (HampuMep,
SAP B cersax Novell NetWare; ARP, DNS, WINS B ceTsix co CTEKOM NpPOTOKOJIOB
TCP/IP), 3akmtovaromuecs B mepefayde Mo CeTH CIEUUalIbHBIX 3alPOCOB U MOIYYEHUU
Ha HHUX OTBETOB C MCKOMOH wuH(popmauuel. [Ipm 3TOM CylIecTByeT BO3MOKHOCTb
repexBaTa HapyLIMTEIEM IOMCKOBOTO 3alpoca M BbIIAYM HA HETO JIOKHOIO OTBETA,
HCITI0JIb30BAaHUE KOTOPOTrO MPUBEIET K TPEOYEeMOMY M3MEHEHUIO MapIIPyTHO-aIPECHBIX
JaHHBIX. B manmpHeiieM Bech MOTOK MH(OpPMAIMM, acCOIMUPOBAHHBIA C OOBEKTOM-
KEepPTBOH, Oy/IeT MPOXOAUTH Yepe3 JIOKHBIN 0OBEKT CEeTH.

BeposATHOCTH peanu3anuu yrpo3sl - MaJOBEPOSITHA.

VYrpo3sl Tuna "Otka3 B 00CIyXxuBaHuu"

OTu yrpo3sl OCHOBaHbl Ha HEJOCTATKAX CETEBOT0 MPOrpaMMHOT0O 00OecledeHHUs,
€ro  ysA3BUMOCTSX, HO3BOJISIIOLIIMX HApyLIUTENO CO3[aBaTh  YyCIOBUSA, KOrJa
olepalioHHasi CHCTEMa OKa3bIBA€TCS HE B COCTOSHMM 0OpalaThiBaTh MOCTYHArOIIME
MAKETHI.

MoryT OBITH BbIAETIEHBI HECKOJIBKO PA3HOBUIHOCTEN TaKUX yIpo3:

- CKPBITBHIM OTKa3 B OOCIIy>)KMBaHHH, BbI3BAaHHBIM NPUBJICYCHUEM YacTU PECYpPCOB
NCII/Iz Ha 00pabOTKy MAaKeTOB, MEpeIaBacMbIX 3JIOYMBIITUICHHHKOM CO CHUKEHHUEM
MPOIMYCKHOW CIOCOOHOCTH KaHAJIOB CBSI3U, MPOU3BOJIUTEIHHOCTH CETEBBIX YCTPOICTB,
HapylIeHneM TpeOoBaHM K BpeMeHH 00paboTku 3ampocoB. [Ipumepamu peanmzanuu
yIpo3 MOAOOHOrO poAa MOTYT CHY>KWTh: HAalpaBJIEHHBIM IITOPM 3X0-3alpPOCOB IO
npotokony ICMP (Ping flooding), mropm 3ampocoB Ha ycraHoBienue TCP-
coequnennit (SYN-flooding), mropm 3ampocoB k FTP cepsepy;

- SIBHBIM OTKa3 B 00CITy>KMBaHWH, BbI3BaHHBIN ncuepnanuem pecypcoB UCIIJIxn npu
00paboTKe MaKeTOB, MNEPEJAaBAEMbIX 3JIOYMBILUICHHUKOM (3aHSATUE BCEHl MOJIOCHI
NPOIMYyCKaHUsI KAHAJIOB CBS3M, MEPENOJIHEHUE OYepe/iel 3alpocoB Ha 0OCITy>KHMBaHUE),
IpU KOTOPOM JIETaJIbHBIE 3allpOChl HE MOTYT OBITh MepefaHbl 4Yepe3 CeTh H3-3a
HEJOCTYNHOCTH Cpelbl Iepenayd, 00 MOIy4aroT OTKa3 B OOCIYKMBaHUM BBHUIY
IIEPETIOJIHEHUST  OYEPENE 3alpocoB, IOUCKOBOIO NPOCTPAHCTBA MAMATH H  T.J.
[Ipumepamu yrpo3 JaHHOTO TUIIA MOTYT CIY>KUTh IITOPM MMpoKoBemaTenbHbix [CMP-
axo-3ampocoB (Smurf), manpaBmenubii mrTopMm (SYN-flooding), mTopMm coobmeHui
MOYTOBOMY cepBepy (Spam);

- SIBHBIA OTKa3 B 00CITy>KMBaHUH, BEI3BAHHBIN HApyIIEHUEM JIOTHUECKON CBA3HOCTH
Mex Iy Texuudeckum cpeacrsamu UCII/IH npu nepenaye HapymmTeneM yIpaBIIsiOnnx
COOOIIEHUI OT MMEHHU CETEBBIX YCTPOMNCTB, MPUBOMAAIIMX K M3MEHEHUIO MapIIpyTHO-
aapecHbix gaHHbIX (Hampumep, ICMP Redirect Host, DNS-flooding) wmm
UACHTU(DUKAIIMOHHON © ayTeHTU(HUKAIMOHHOW wWH(OpMalu, - SBHBIA OTKa3 B
OOCITy’KMBaHWH,  BBI3BAHHBIM  TMepeAadeil  3J0yMBIIUICHHUKOM  TAKETOB  C
HecTaHgapTHeiMU aTpubyTtamu (yrpos3sl Ttuma "Land", "TearDrop", "Bonk", "Nuke",
"UDP-bomb") unu umeromux JIIUHY, MPEBBIMIAIONIYI0 MaKCUMAJIbHO JIOMYCTHUMBIN
pa3mep (yrposza tuna "Ping Death"), 9To MoxeT mpuBecTH K COOIO CETEBBIX YCTPOUCTB,
YyUYacTBYIOIIMX B 00pabOTKE 3alpOCOB, NP YCIOBUM HAIUYUS OLIMOOK B MPOrpaMMax,
pean3yIOLMX IPOTOKOJIBI CETEBOT0 OOMEHA.



PesynpTaTomM  peannzanMu  JAHHOW  yIPO3bl  MOXKET CTaTh  HapylICHHE
paboTOCIIOCOOHOCTH COOTBETCTBYIOIIEH CITY>KOBI MPEAOCTABICHUS YIAJICHHOTO JIOCTYIIA
k IIJn B UCIIJIH, mepemadya ¢ OJHOrO ajpeca TaKOro KOJIMYECTBA 3alpOCOB Ha
MOAKIIIOUEHUE K TexHu4YeckoMmy cpeAcTBy B coctaBe MCII/IH, kOTOpoe MakCHMMalbHO
MOeT "BMecTuTh" Tpaduk (HampaBlieHHBIH "IMITOPM 3ampocoB'), 4TO BiIeUeT 3a cOOOM
MEPETIOIHEHNE OYepe 3alpOCOB U OTKA3 OJHOM M3 CETEBBIX CIYXO WIM TMOJHas
octaHoBka MCII/IH U3-3a HEBO3MOKHOCTHA CUCTEMBI 3aHUMATHCSI HUYEM JIPYTHUM, KpOME
00pabOTKH 3aIIPOCOB.

BepositTHOCTE peasin3aniuul yrpo3bl - MaJIOBEPOSTHA.

VYTpo3bl y1aneHHOro 3amycka NpuioKEeHun

VYrpo3a 3akmooudaercs B cTpeMiieHHH 3amycTuTh Ha xocte MCIIIH pasnuusbie
MIPEIBAPUTENILHO BHEAPEHHBIE BPEJOHOCHBIE MPOrpaMMBbl: MPOrPaMMBbI-3aKIIAKH,
BUPYCBI, '"CE€TEBBIC INNHOHBI', OCHOBHAs LEJIb KOTOPBIX -  HapyLICHUE
KOH(QUACHIMAIBHOCTHU, L[EIOCTHOCTH, JOCTYIHOCTH MH(POPMAIUN U MOJHBIM KOHTPOJIb
3a paboroil xocta. Kpome TOro, BO3MOXEH HECAHKIIMOHUPOBAHHBIM 3alycK
NPUKJIAJHBIX TPOrpaMM IIOJb30BaTENEed Uil HECAaHKIIMOHUPOBAHHOTO MOITYYECHHUS
HEOOXOJUMBIX HApYyIIUTENIO JaHHBIX, s 3allycka YIpaBIsIEeMbIX MPUKIAJTHON
[IPOrpaMMOU MPOLIECCOB U JIP.

Boraenstor Tpu nojkiacca JaHHBIX YTPo3:

- pacmpocTpaHeHue (HaiioB, comep KamnuXx HECAHKIIMOHUPOBAHHBIA MCTIOTHSAEMBIN
KOJI;

- yHaJeHHBIA 3amyCK NPUIOKEHHs IyTeM TMepenojHeHus] Oydepa MpuUIoKeHUi
CEPBEPOB;

- YHJaJEHHBIM 3alyCK MPWIOKEHUS IyTEM MCIOJIb30BAHUS BO3MOKHOCTEMN
YIAJEHHOI'O YIIPAaBJIEHUS CUCTEMOM, MPEJOCTaBISEMBIX CKPBITBIMU IMPOTPAaMMHBIMU U
anmnapaTHBIMU 3aKJIaJIKaMH, JIUOO UCIIOJIb3YEMbIMH IITATHBIMU CPEJCTBAMMU.

TunoBele yrpo3pl NEPBOIO W3 YKA3aHHBIX IIOAKJIACCOB OCHOBBIBAKOTCS HAa
aKTUBU3ALIMKA paclpocTpaHsieMbIX (HaioB MpH CIydyalHOM OOpalleHMH K HHM.
[Tpumepamu Takux (aiijIoB MOTYT CIYKUTh: (Daiiiibl, copeprKalue UCIOTHAEMBIN KO B
BUJ| JIOKYMEHTHI, COJEpIKalllie UCHOJIHSAEMBbIA KOJA B BHUIE 3ieMeHTOB ActiveX, Java-
anIuIeTOB, UHTEPIPETUPYEMBIX CKPUNTOB (Hampumep, TeKCThl Ha JavaScript); ¢aiinisl,
coJiepKalllie HMCIOJIHAeMble KOAbl mporpamm. g pacnpocTpaHeHus: (ailiioB MOTYT
HCTIONIb30BATHCS CITYKOBI AMEKTPOHHOW IMOYTHI, epeaaydn (aiiaoB, ceTeBoil (hainoBoit
CUCTEMBI.

[Ipn yrpozax BTOpPOro MOAKIAcCCAa MCHOJB3YIOTCS HEAOCTATKH MPOTPaMM,
peaM3yIOUIMX CETEeBbIE CEPBUCHI (B  YAaCTHOCTH, OTCYTCTBHME KOHTPOJS 32
nepenonHenneM Oydepa). HacTpoikoit CHCTEMHBIX pEruCTpOB HWHOTAA yIAeTCs
MEPEKITIOUUTH TIPOIIECCOP MOCTE MPEePBhIBaHUS, BBI3BAHHOTO MEperoHeHneM Oydepa, Ha
WCTIOTHEHUE KOJa, cojepxaiierocs 3a rpanuueid Oydepa. Ilpumepom peanmzanuu
TaKOW yIpO3bl MOKET CIIY’KUTbh BHEIPEHHUE IIUPOKO U3BECTHOrO ""BUpyca Moppuca".

IIpn yrpo3ax TpeTbero NOAKJIACCA HAPYLIUTENb HCIIONB3YET BO3MOKHOCTH
YIAJ€HHOTO YIPaBJICHUS CHUCTEMOM, IPEAOCTaBISIEMbIE CKPBITBIMU KOMIIOHEHTaMH
(manpumep, "TpossHcKMMH" mporpammamu tuma Back. Orifice, Net Bus), nm6o
IITaTHBIMU CPEJCTBAMH YINpPABICHUS U AAMHUHHCTPUPOBAHUS KOMIIBIOTEPHBIX CETEil



(Landesk Management Suite, Managewise, Back Orifice u 1.1m.). B pesynbrare ux
WCIIOJIb30BAHUS yIA€TCSI TOOUTHCS yIaJIEHHOTO KOHTPOJISl HaJl CTAHIIMEH B CETH.

B opranmzanum npuMEHsSIETCS TOJIMTHKA OTPAHUYEHHOTO  HCIIOJIb30BaHUSA
porpamMm, yJaJI€HHOE YMpaBJICHUE 3alpenieHO, BEPOSTHOCTh pealu3aldd yTrpo3bl -
MaJIOBEPOSITHA.

YTpo3bl BHEAPEHUS 110 CETU BPEIOHOCHBIX MPOTPAMM

K BpegOHOCHBIM MporpamMmaM, BHEAPSIEMBIM IO CETH, OTHOCSITCSI BUPYChI, KOTOPbIE
JUISL CBOETO PACHpPOCTPAHEHUS AKTHUBHO MCIOJIB3YIOT MPOTOKOJBl W BO3MOXKHOCTU
JIOKAJBHBIX W TI00aNbHBIX ceTeil. OCHOBHBIM TMPHUHITUIIOM PabOTHI CETEBOTO BUpYyCa
SIBJISIETCS BO3MOKHOCTh CaMOCTOSTENIBHO TiepeAaTh CBOM KOJ Ha YJAJEHHBIA CEepBEp
i pabouyro cranmnuio. "[lonHOIEHABIE" ceTeBBIC BUPYCHI MPU ATOM 00JIATAI0T €Ile U
BO3MOXKHOCTBIO 3allyCTUTh Ha BBIMOJHEHUE CBOM KOJI HA YJAJICHHOM KOMIIbIOTEpPE WIIH,
Mo KpaitHeil mepe, "MOATOJNKHYTH' TOJB30BaTeNs K 3alyCKy 3apakeHHoro (aiina.
BpenonocHbimMu mporpammamu, odecrieunBaromumu ocyiiectsienne HCJI, MoryT ObITh:

- IpOTrpaMMBbI OJI00Pa U BCKPBITHUS TapoJIeii;

- IPOTPAMMBI, PEATTU3YIOLIUE YTPO3bIL;

- OporpamMMmbl, JAEMOHCTPUPYIOIIME HCIOIb30BAaHUE HE JIEKIAPUPOBAHHBIX
BO3MOKHOCTEH MPOrpaMMHOI0 U MporpammHo-anmnapatHoro odecneuenus UCIH;

- MPOTPAMMBI-TE€HEPATOPBI KOMITbIOTEPHBIX BUPYCOB;

- TIPOTpaMMbl, JEMOHCTPUPYIOIIUE YSA3BUMOCTH CPEICTB 3alUThl MH(DOpPMALIUKU U
1p. BeposTHOCTh peain3aiivul yrpo3bl - MAJIOBEPOSTHA.



